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And then there i1s Mike




Assumptions

You are somewhat familiar with BGP and its configuration.
ASN.
Peers.
Filters.

You are somewhat familiar with QoS and its configuration.
Address-lists.
Mangle rules.

Queue frees.

But we will review a little anyway as we go along...



What is BGP

Border Gateway Protocol is the dynamic routing protocol that
carries all of the routing information for the Internet...no big

deal.

You can choose to accept all routes, partial routes, default
route, or some combination of them all.

You can also filter on your side to be even more selective.
We will be accepting all routes /23 or larger.

Instances VRFs FPeers ||"-.|El'wnrks Aggregates  VPN4 Routes  Advertisements

|| = |« 22 i Refresh Refresh Al Resend Resend Al

Mame 4 | Instance Rem... |Re... M. |R... | TTL|Remat... Uptime Prefoe Co... | State
#peerSP defaut 216, 13.. no no d.. 2091 052324 242843 established

& peer-0[X default 172... 65 no no d... 7415. 05:23:23 1 established




Open Infernet Exchange

An OIX is a network connection where you peer
with multiple other organizations.

There is, generally, no charge from the other
organizations for this peering.

Local fransit from this area.
Content providers (Netflix), CDNs(CloudFlare)



Steps

Route Filters
Create

AppPly

Verity
BGP QoS Script
Address-lists
Mangle Rules
Queue Trees

Verification of Mangle/Queues




Route Filters

Route Filtering

Filter BGP-OUT
Allow my address space
Block all else

My Routes
..-.--..-.-.1*

Filter BGP-1N
Block RFC1918
Block /24 routes
Allow and RM special routes
Allow all else unchanged



Route Filters

Route filters (/routing filter) are used to identify and
act upon routes received or sent via various
dynamic routing protocols.

Match on various BGP attributes, prefix, prefix
lengths, OSPF type, etc.

Simple actions can be taken like accept the route
or reject the route.

Complex actions can be taken like set next hop, set
distance, set BGP prepending, set BGP community.



Route Filters

Our example includes 4 filter statements.
3 match based on BGP AS Path

1 matches on BGP community

loute Filters

+ = v % O T Find al I
# | |Chain Prefix Prefic Length | Protocal BGP AS Path | Action
.. Twitch

0 bgp-gosdn “ = 464895 passthrou. ..
- Vudu

1  bgp-qos-n “ = 405825 passthrou. ..
.., atm

2 bgp-gosdn “ 37948 passthrou. ..
Ol set LP 110

3 bgp-gosdin passthrou...




Twitch.tv Route Filter

Route Filter <= Route Fiter <= Route Filter <=

Matchers |EEF' Actions BGP Actions  Matchers BGF |A.;;tign5 BGP Actions Matchers BGP  Actions |EEF' Actions

Chain: |TREESM BGP AS Path: 1|~ ~ 464895 Acton: |EEETTENE N
This is the Twitch.tv rule. Twitch sources all of dump Target
its fraffic from ASN 46489. Set Distance:
We create a new chain for all peers called Set Scope:
bg - os-in. Set Target Scope:
In the AS path match the A marks the Set Pref. Source:
beginning of the string and the $ matches Set In Nexthop:

the end. We use regex to match all fraffic

sourced from Twitch's ASN. Set In Nexthop Direct

Set Out Nexthop:

Our action is to pass the NLRI through and
set a comment on any routes from this ASN
qs “RCSTreOming\/ideo”. Set Route Comment: | RCstreamingvideo

Set Routing Mark:




Apply Filter

*Remember that when you apply a filter to a peer, it resets
the peer completely.

**Remember that when you adjust these lists, all of your
routes from this peer become momentarily disabled while
they run through the adjusted filter.

BGP Peer =:pE!E!F-| SP=

General | Advanced  Status

Mame: |{=-gsls

In Filter: |bgp-gos4n

Out Filter: |bgp-out




Route Filter Verification - Twitch

You can see the route comment of RCstreamingvideo

You can see the full AS path.

Note source is on the right and each new AS is added to the left
as it traverses ASNs.

[admin@BGE-Q05] /ip route» print detail where dst-address=199.9.248.0/21

Flags: X - disabled, A - active, D - dynamic,

C - connect, 5 - static, ¥ - rip, b - bgp, 0o — o3pf, m - mme,

B - blackhole, U - unreachable, P - prohikit

0 ADb ;;; BCastreamingvideo
dat-addresz=z=199.9.248.0/2]1 gateway=216.81.32.81
gateway-3tatu3=216.81.32.8]1 reachable via ether3d distance=20 scope=40
target-scope=10 bgp-as-path="19366,1299,46489™ bop-corigin=igp
received-from=peer-I15P



Open Internet
Exchange Route Filter

Route Filter <= Route Fiker ==
Matchers BGP Actions BGFP Actions

Matchers IEEF' Actions  BGP Actions

Set BGP Weight: ||

Crain: TEEESE s paP Local Prefr: (110

The peering OIX router is fagging everything
sent to us with community 65101:10.

In the BGP tab we simply put 65101:10 in the
communities column.

Our action is to pass the NLRI through and
set a comment on any routes from this ASN
as “RCoix".

Optionally we are setting the local
preference to 110 in the BGP actions tab.
This will prefer routes learned here above all
others.

Route Fiker ==

Matchers BGF | Actions BGFP Ac
BGF AS Path: ||

BGF AS Path Length: |
BGP Weight: |

BGP Local Pref- |

BGP MED: |

BEGF Atomic Aggregate: |:
BGP Orgin: |

Locally Originated BGP: |

—« — BEF Communities

BGF Communities: IEE‘I 0110

Route Fiker ==
Matchers BGP Actions | BGP Act

Action: [EEEETHeN=GN

Jump Target:

Set Distance:

Set Scope:

Set Target Scope:

Set In Mexthop:

Set In Mesdhop Direct:

Set Out Mexthop:

Set Routing Mark::

I
I
I
I
Set Pref. Source: |
I
I
I
I
I

Set Route Comment :




Route Filter Verification - OIX

You can see the route comment of RCoix
You can see the BGP community attached 65101:10.
You will also notice our adjusted local preference of 110.

[2dmin@BGEP-Q05] /ip route>» print detail where dst-address=4.4.4.0/24
Flags: X - disabkled, A - actiwve, D - dynamic,
C - connect, § - static, r - rip, b - bgp, ©¢ - o3pf, m - mme,
B - blackhole, U - unreachabkle, P - prohibit
0 ADb ;;; BCoix
dat-addrezz=4.4.4.0/24 gateway=172.17.1.2
gateway-3tatus=172.17.1.2 reachable wvia gre-olx distance=20 scope=40

target-scope=10 bgp-as-path="65101" bgp-local-pref=110 bgp-origin=igp
bagp-communities=65101:10 received-from=peer-0IX



Steps

Route Filters

BGP QoS Script

Create
Explain
Verify
Schedule
Address-lists
Mangle Rules

Queue Trees

Verification of Mangle/Queues




BGPR SEiilsis

:log info "BGP QoS5 script start™:
#Define Local Yar and load data
#loop variables
tlocal j O:
#route jp address
:local iphAddress;
#i= it marked for us
tlocal routeMark "null™;
#route comment
:local routeComment "nall™;
#check the beginning of our routeComment
tlocal listHame "nall™;
#loop to check the entire routing table
tforeach i in=[/in rou find] do={
#grab the route's comment
izet routeComment [fip route get £j comment]
#check if to make sure the route comment isn't null
1if (SrouteComment!="") do={
$grab the first two letters off of the route comment
set listName [:pick SrouteComment 0 2]
#make sure the first two letters are RC
1if (ElistMame="RC") do={
$get the IF address of the route
iget iplddress [fip route get $£i dag-address]
$#log debug info to the log
#if it is the default gateway don't add it, otherwise add it to the gddresslisi for 24 hours and 30 seconds
:if ($iplddress'=0.0.0.0/0) do={
fip firewall address-list rem [find where list=S2routeComment address=S2iplddress];
fip firewall address-list add list=frouteComment address=fiplddress Limequi=88200:}

H
:log info "BGP QoS =script complete™:



What it does

Loop through routing table.

ldentify routes with a route comment starting with
RC.

Delete any old address-list entries that are the same.

Create a new address-list entry that has the route’s
address with a 24.5 hour timeout.

Name the address-list entry that of the route
comment “Rcstreamingvideo’.



Running Our Script - CPU

Dual 3.5Ghz Xeon
/5 seconds to run
CPU ~80%

Quad 3Ghz Xeon

45 seconds to run
CPU ~40%



"fp;ﬂﬁw(-)ril.*r‘;l H?ﬁa Servica Pofe  Connachions WWUM|MTPM|
+ G e =1l 4

|rﬂnu ¢+ Agdreas |T|mw.rl

[ #ems

1 tam

Uptime: |00 36-38

Fress Memary: | 1761.0 MiB
Total Memary: [1834.1 MiB

CPU: | imied(A) |
IRLG
CPU Court: 4 e
CPU Frequency. [2532 Mz g |#](=] (V] [ sem |
e bl Meme  c[Owner  [Lost Time Stared Fun Count | ¥
] 3 | e sdmn A 1472005 101732 4
= bopgpe? admin Bee/14/2015 10:30.12 5
CPU - |load (W [IRG(% |Disk (3 |||
cpudl 1 i ] |
cpul 0 I o
cpu 0 ] 0 |
cpul i L] i




Schedule Scripf

Create the script to run every 24 hours.

Schedule it to run at a time of low
network utilization so it won't impact
services.

+ = v % |al|

¢ | Start Date

Apr/22/2(

Schedule <bgpqos:

Mame:
Start Date:
Start Time:

Interval:

On Event:

Apr/22/2015

04:00:00

1d 00:00:00

bgp-gos



Steps

Route Filters
BGP QoS Script

Address-lists
Review a few created

Mangle Rules
Queue Trees

Verification of Mangle/Queues



Address-lists

Our script builds address lists.

If our route comment starts with “RC", then it takes
the destination address and creates an address list
entry with that comment name.

All entries are set for 24.5 hours.

Firewvall

Fiter Rules NAT Mangle Service Ports Connections Address U515|

|| = |« (AT

MName ¢ | Address Timeout

O @ RCoix 4440/24 1d 00:22:50
O @ RCstreamingvideo 23.24628.0/22 1d 00:22:51
0 @ BCstreamingvideo 23.246.32.0/20 1d 00:Z2:51




Now We Can Take Over The World

We can use our Address-list entries in:
Filter rules
NAT rules

Mangle rules

We will be using them in mangle to classify fraffic for
use in QoS



Steps

Route Filters
BGP QoS Script
Address-lists

Mangle Rules
Creation OIX/Twitch

Queue Trees

Verification of Mangle/Queues




No Rate Limit On OIX Traffic

! ’

L]

QoS Queue Trees ‘ 4

“In" and “out”gueue tree “pix-in” and” oix-0 u.t" queue tree
10Mb Rate-limit No Rate-limit




Mangle Rules

We connection mark the fraffic based on address-lists built from the BGP-QoS
script.

Using the connection mark we packet mark traffic inbound and outbound.

Firewvall
Fiter Rules MAT Mangle |Seru'ice Pots Connections Address Lists Layer? Protocols

|| =] ||| 52 T | | Reset Courters || 00 Reset All Counters [Fina | [a

# | |Adion |Chain \Src. Address |Dst. Address |Proto...|Src. Port  |Dst. Poit  |In. Inter... !
;1 0D con mark:
1 S mar... prerouting
;; obin packet mark:
2 A mar... prerouting gre-oix
. ob-out packet mark
3  #mar.. oprerouting
.. streaming video connection mark BGP
12 47 mar... prenouting & ttcp)
.;: streaming video connection mark L7
13 S mar... prerouting B tcp) a0
;;; streaming video in packet mark
14 #mar... prerouting etherd
.1 streaming video out packet mark
15 A mar... prerouting




Marking OIX

Mangle Rule <=

Mangle Rule <=

Mangle Rule <= General | Advanced  Bdra  Action St General | Advanced Bdra  Action

General |M'u'anced Extra  Actior Chain: Chain I:

Chain:
In. Interface: [ ||gre-oix Connection Mark: [ | |ox
Out. Interface: Mangle Rule <=

General Advanced BEda Action |E

LYl maric packet |

Mangle Rule <=

General Advanced |E:|:‘IIE Action

Src. Address List: Packet Mark:
Dst. Address List: [ | |RCoix Connection Mark: [ | |ox

Mangle Rule <> Mangle Rule <= [ ] Log
General Advanced Bxdra Action |Stat General Advanced Bxtra Action | Log Prefix: |
Action Action New Packet Mark: [obcout
[ Passthrough

[ ] Log [ | Log

Log Prefix: Log Prefix:
Mew Connection Mark: | oix Mew Packet Mark: |oiin

Passthrough [] Passthroug



Marking Twitch.TV Traffic

Mangle Rule <= Mangle Rule < Mangle Rule <
- G I i General | Advanced Bdra  Action
General Advanced |E:t|a Action  Statistics snere | dhremeed | [ fickion
Chain: Chain:
Src. Address List: |irrtema|—ne¢s Connecton Mark: [[sreamingvideo
In. hieface: Dl:etherﬂ nnection Marl: reaming-video
Dst. Address List: DlHEstreammgwden Connection Mark: [ ]streaming-video Mangle Rule <
! General Advanced Exdra  Action |Statisii
Mangle Rule <> Mangle Rule <
- Action:
General Advanced Extra Action | Statis General Advanced Bdra Action |5tati5 LB mark pa
: ; Action: [] Log
Acton: (I D:m o Pt
g
D Log Log Prefi: |: MNew Packet Mark: |streaming-*u’ideo-nut
. [ | Passthrough
Log Prefoc | Mew Packet Mars: |streaming-video4n
[ | Passthrough

MNew Connection Marlk: |streamir1g—'u'iden
Passthrough




Steps

Route Filters
BGP QoS Script
Address-lists

Mangle Rules

Queue Trees
Creation

Verification of Mangle/Queues




QINENERIEES

Single direction HTBs.

Allows for ingoing and

outgoing queues. Queue List
B k d h . Simple Queues  Inteface Queues Queus Tres | Queue Types
redk aown eacn via 0| [][x] [@] [¥] [ Reset Courters |[ 00 Reset Al Courters |
pOCkeT mOrkS |Narne ] |F'E|rent |F'E|c:ke¢ ...||Jm'rtﬁdl|,b...|l'u'lax Lirnit ...|A\rg. R.. |Gueued Bytes |E'_.'tes |F'Eld{E14"-‘
Sin glabal 10M 11.5kb... 0B 1045 .. 4895972
1 & admindn in admindn 500K 10M 11.2kb... 0B 21.5MB 251248
We hove dlfferenT & custom... in custom... M 10M 0 bps 0B 0B 0
1 2 downlo... in in 10M 0 bps 0B 645ME &1462
Services SepOrOTed 2 gaming... in games-n 500K 10M 0 bps 0B 0B 0
and pr]or]ﬂzed . fhttpdn  in http-in M 10M  Obps 0B 9S2MB 16248
= streami... in streami. .. 4M 10M 0 bps 0B 1775 .. 2764
S voipdin  in woipn S0k 10M Obps 0B 0B 1]
Bwvpnin  in wpnHn 500K 10M 672 bp= OB S&6MEBE 118250
= oicin global o 4280 bps 0B &0O0ME 105166
£ oic-out global obc-out 430 bps 0B &O0OME 105150
£ out global 10M 0 bps 0B GHEME 64336
2 admin-... out admin-... SO0 10M 0 bps 0B 7876 .. 13 440
& custom... out custom... M 10M Obps 0B 0B 1]
2 gaming... out games-... S00K 10M 0 bps 0B 0B 0
& hitpout  out http-out am 10M 0 bps 0B 18572 .. 14103
{= streami... out streami... 4M 10M 0 bps 0B 1166 .. 2 855
B upload... out out 10M 0 bps 0B 31858.. 34358
& voipout  out voip-out S0k 10M Obps 0B 0B 1]
S vpn-out  out wpn-out 500k 10M 0 bps 0B 0B 0




QINENERIEES

Incoming and outgoing based on packet marks

from our mangle rules.

Queue List

Simple Queues  Interface Queues Queue TI'EE|
*|=| || 32 T

— BReset Co

|Name || * | |currtains || * | |uix
|Name 4 |F'E|rerrt |F'E|d-:et ...||Jm
12 obcdn global 0N
12 obc-out global op-out

Queus <ob-n:

General | Statistice

Mame:

Parent
Packet Marks

Cueue Type

Priority:

Lirnit At :

Maze: Limit:

Burst Limit:
Burst Threshold:
Burst Time:

: |global ||3
- oidn |# |«
| defautt |+

8

L [
L b
L ves
L [~ biss
[ J+s

Queus <obx-out >

General | Statistice

Mame:
Parert:
Packet Marks:

Queue Type:
Pricirity:
Limit At

Mz Limit:
Burst Limit :

Burst Threshald
Burst Time:

|glubal " ¥
Joix-out =4
|defauit &
8

| * hits/s

| ¥ hits/s

| * hits/s

| * hits/s

A




Steps

Route Filters
BGP QoS Script
Address-lists
Mangle Rules

Queue Trees
Verification of Mangle/Queues

OIX
Twitch



Tarch (Running)

Simple Queues  Intedface Queues

Gueue Tree Gueue Types

O | X ~ Basic ~ Filtters
Interface: |etherd |#| Src. Address: [0.0.0.0/0 |
T eS-I-In g Ertry Timeout: |00:00:03 |s  Dst. Address: |0.0.0.0/0 |
- Collect Src. Addressh: |::,-’1] |
|v| Src. Address | | Src, Addressé T e |--ﬂ] |
v/ Dst. Address || Dst. Addressé - fdressh: L
[ | MAC Protocal |v| Port MAC Protocol: !E'" " * |
lv| Protocal [ ] VLAN Id Protocol: |ary | ¥
L] bsce Faort: |E|rr:.r ||i|
VLAN Id: [any =
DSCP: |any IE3
Et.. 7 |Prot... [Src. Dst. |VLAN Id|DSCP  [Tx Rate |RxRate |Tx Pa
800 {p) 1 fc... 172220254 4444 394bps 592 bps
. |
1item Total Tx: 394bps | Total Rx: 592bps | Total T Packet: 0 Total FRx Packet: 1
|| bap-gos2 admin Ppr/18/2015 21:09.47 ] ||| s 0 0




‘ [Clx]
)

Simgte Queves  Inteface Queues  Queue Tree | Gueue Types

oo |:| FHE‘ |EJ |EJ |uu Reset Counters || 00 Reset Al Counters | |:": |

|Name ¢ |Parent \Packet | Limit At {b...|Max Limit . |Avg. R, |Queued Bytes |Bytes  |Packetsw

T -|- h Fin global 10M 995.5k... 0B 12643.. 119+
WI C & admin4n in admir-n SO0k 10M 5.4 kbps 0B 113 KB 1{

12 custom.... in custom... M 10M (I bps 0B 0B
7 & downlo... in in 10M 1632 bps 0B 10368
es I n g {8 gaming... in games4n B00k 10M 0 bp= 0B 0B

1B http-in

in http-n am 10M 533.59k... DB 12505 .. 35

Firewvall

Fiter Rules MAT Mangle Service Pots Connections Address Lists ILay&r? Protocols

+][=] [#][] @] [7] [Find | [a [=]

|Name ¢ |.P~ddress |TiI'I1E-'ﬂLI‘t |"l"|
@ eatemaln... 216.81.32 80729
2 intemalnets 172.22.0.016

2 items

T COET EF [T L] [OTSET= [ "

== —-)
===
===

2items (1 selected)




One last thing, shake my hand
and buy the brothers a beer!

Thanks and happy routing!



Resources

Greg’s Blog

TheBrothersWISP

Greg Sowell Routing

Greg Sowell QoS


http://gregsowell.com/
http://www.wireshark.org/
http://gregsowell.com/?p=1611
http://gregsowell.com/?p=4665

