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Interface | PPPGE 5

(=]

X

Max MTU:

|
Max MEL:
MRRU: | |+

Default Profile:
— Authentication
[ | pap [ chap
mzchapl mnEc
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Caller D

Prafile:

L oc .E|| I.'l'.. Ij lj

Femote Add

Routes:
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Active Connections

Il New PPP Secret x|

& - Jamne Local Ad Rermote A4 M ame: _ -
[ = G
Mame: _ - - PPP Profile <default: x|
; General | Limits |
Name:
Local &dd 192.168.1.10 E -

Femote Add E - Local Ads

Remate Ads




Cirze1Seyyall ecorre

)

|nterface | PPFoE S

*[=]

[ nterim L pdate: |:| -
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M Interface <ether2:> x| I

General | Ethernet | Statuz | Traffic |

I amne:
[
MTL:
L2MTU: N
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==t Il Mew Log Rule x|
irf :
enor Topics: [ || P
A Pt [
Auctiar: E

dizabled

198211 Oct 2005

1.1.2[500]
»1.1.1.1[0]

Jan/02A97000:234:17  ipsec & ed: E unnel 1.1.1.7100:1.1.1.2[0]
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Il New IPsec Peer
Auth. Method:

Femote Certificate:

Eschange Mode: |E|

Send [nitial Contact

AT T a
Proposal Check: [obey |3
Hazh Algarithri: |E|

Enerption Algarithm: | 3de

DH Group:

Lifetime:

Lifebites:

DPD Interval:

DPD b arirnum Failures:
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x|
General | Ackion |
Sz, Address:
Src. Port: |:| -
Dist. Port: |:| -
Protocc (2500 |51

dizabled

Il New IPsec Policy
General -'L"'-'Z:til:lr'||
Action: |E|
¢ fowie 5]
#

)
Turmel

Dst. Ad
Propasal |defaut | ¥
Pricriky: I:l

dizabled
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I IPsec Proposal <default x|
Marne: | al=EW

— Auth, Algonthme ——
[ ] md5 zhal
[ rul

— Encr. &lgornithms
L]
3des
[ aes-
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Il Mew IPsec Policy

Ix

Il New IPsec Peer

. General | Action -
Address: {1.1.1.2 = Ok,
= : : ILI | | | | - Il IPsec Proposal <default> 5'
Port: |500 C I Sic. Address: |192.168.1.0/24 C I
[ | = Iﬂl Iﬂ‘ M ame: | 0K |
I Auth. Method: | pre-shared key * Apply Src. Pot: - | Apply  Auth. Algorithms m
j Secrel: :test " : Dzt Address: |192.1EE.2.D.-"24 | g md5 zhal ?
: Certificate; ¥ . |:| ruil
i : = Dzt Port: - . .
] Femaote Certificate: | " * | | Frotocal: |255 [all] " ¥ | m _I;n':r' i‘:‘JQDfIthI’ﬂS b
- il [2E
Exchange Mode: |main ||$ Ides (] aes128
Send Initial Contact . . . [ aes192 [ | aes-256
L AT Trewerea X Lifetime: [00:30:00 |«
Propozal Check: |obey ¥ -
_ | "_l Genersl Action | | PFS Group: [modp1024 ]
Haszh Algorithn: |m|:|5 ||+| - —
_ _ — Actiomn: |enn:r_l,l|:|t |l| | Cancel ||:Iisal:|leu:|
E ncryption Algorithm: |3des ||+| Lol : |;|
envel: |requue ¥ Appl
DH Group: | madp1024 K3 Paoe Pretocale B Ii‘
[ | Generate Palicy seG Tioteak: 1550
Tunriel
Lifetime: |1d 00:00:00 | 4 Sic Address:
| Ribeles | | v 54 Dt Address:
DFD Interval: |0 (disable DPD) || # | 5 | Proposal: [defaut 3]
DPD Mazximurn Failures: |'I | Pricity:

dizabled

dizabled

o]
|
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Il New NAT Rule Il New NAT Rule

eneral | Advanced | Extra Achion |

Action;

I Firewall

| Connections | Ad

Prata,
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Il New IPsec Peer

Address
- Fart
| Auth. Methad
] Secret
5 Certificate:
é Remate Certificate:

Exchange Mode

Propozal Check:

Hazh Algorithm
E ncryption Algorithm
OH Group

Lifetime

i Lifebytes:

DFD [nterval

DPD b axirum F ailures

1111 | oK,
: |5EIEI | Cancel Src. Address
g |pre-shared key || 3| Apply Src. Part:
: |tesﬂ | Dzt Address
Dizable
| " $| Dszt. Part:
| ";l | Pratacal
3 |main "3

Send Initial Contact
[ MAT Traverzal

|cbey [
g |m|:|5 ||$
i |3des ||$
. | madp1024 I

[ | Generate Palicy

- [1d 00:00:00 |

| |~
- |O(disable DPD) | % |5
Al |

Il New IPsec Policy

Il New IPsec Policy

General | Achon |

"

19216820024 |

Cancel

L |-
- [192168.1.0/24 |
I

#]

| 255 [all

General Action |

Apply
Dizable

Copy

Remowve

feie

"

&ction: | encrypt |i| Cancel
Level: |require |i| Apply
IPzec Pratocols: | es * ;
P . Dizable
Tunnel

SA S Address: (1.1.1.2
54 Dist Address: |1.1.1.1]

Pricrity:

Fropozal:

it |3

dizabled

Copy

Remove

fei e

dizabled

[
|

| 0 I

Cancel

Apply

Il IPsec Proposal <default=
E Mame: |EEERH

— Auth. Algorithms
[ ] md5 shal
[ puwl

— Encr. &lgornithms
[ puwl [ ] des
Jdes [] aes-128
[ ] aes-192 [ ] aes-256

Dizable
Copy

Femove

fei el

Lifetirne; | 00:30:00

| .

PFS Group: | modp1024

#]

|disabled
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I Mew NAT Rule Il New NAT Rule

G ereral .-'1'-.|:|'--'-E|r'u::Eu:|| Extra | Achion | Sk eneral | Advanced | Extra Achion |

Action;

I Firewall
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General | Advanced |

Timeout; | 1000

M —

[ I




CiracSowsll.cornr

Site #1 Web Server
192 168.1.3

192.168.1.1/24
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Il Mew IPsec Policy

General | Action |

| x|
General Action | “ General Action |
Actiar: |E| Actiar: |E|
Level: equie |[¥] _ Level: equie |[¥]
> Protoc |E| IPzec Protocols _E

Tuninel Turiel
54 Sic. Addiess:
54 Dst. Addr
Prposa [acat 5] s [
Pricrity: CI Pricrity: CI

dizabled dizabled
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Il NAT Rule <192.168.1.0/24--192, Il MNew NAT Rule

eneral | Advanced | Extra Achion |

Action;

I Firewall

Prata,
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4l New IPsec Policy

General | Action |

Cro. Ads

4l New IPsec Policy x|

General Action |

Achon: E
Lewvel: E
|Pzec Protocols:

Tunrel
S Sro. Address:
Sa Dst. Address:
sol [cefout | ¥]
Pricrity: ICI

dizabled

Il IPsec Policy <192.168.3.0,/24:0- 1920100 |

eneral | Action |

132.168.3.0/24

4l New IPsec Policy x|

General Action |

A e
P
|Pzec Protocaols:

Tunnel
i
s 1000
o |
Pricrity: I:I

S Src Add

dizabled
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Il MNAT Rule <192.168.0.0,/16->192_16
General | Advanced | Extra | .-"-'-.n::tin:nr'|| Stati
Chair;
Sre. Add

Dzt Address: [ ]|192.168.0.0415

Il New NAT Rule

eneral | Advanced | Extra Achion |

Action;

I Firewall
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Il Mew IPsec Peer

Remate Certificate;

E=change tode;

ST e
Hazh Algorithrn:

E neryption Algorithm: |3

DH Group: | modpl

M IPsec Proposal <Zdefaulkz x|
Marne: | =EEW

— Auth. Algonthme —————————————
[ | md5 zhal
L] rul

— Encr. &lgornithms

[ puwl

=yl
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Il New NAT Rule Il New NAT Rule

eneral | Advanced | Extra Achion |

Action;

I Firewall

| Connections | Ad

Prata,
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Il New IPsec Peer

Address
- Fart
| Auth. Methad
] Secret
5 Certificate:
é Remate Certificate:

Exchange Mode

Propozal Check:

Hazh Algorithm
E ncryption Algorithm
OH Group

Lifetime

i Lifebytes:

DFD [nterval

DPD b axirum F ailures

Il New IPsec Policy

General | Achon |

[x

[1.1.1.1 | oK.
- [500 | [ cancel Sro. Address: |192.168.2.0/24 | | Cancel
g |pre-shared key || 3| Apply Src. Part: hd | Apply
: [ test | Dst, Address: |192168.1.0/24 | :
Disable -
| " $| Digt. Port: |:| -
i o e ] | = [ Corr |
hd Fratacal: | 255 [all] ¥ -
g |main ||$

Send Initial Contact
[ MAT Traverzal

|cbey [
g |m|:|5 ||$
i |3des ||$
. | madp1024 I

[ | Generate Palicy

- [1d 00:00:00 |

| |~
- |O(disable DPD) | % |5
Al |

General  Achion |

o TN+

A

-

Cancel

Lewvel: |require |i|
|Pzec Protozols: |E|

Tunnel

S8 Sro. Address:
S& Dst Address:

| Propozal: |E|
Pricrity: I:l

Apply

Dizable

Remove

&' o
=

dizabled

dizabled

Il IPsec Proposal <default=

X

| 0 I

Cancel

Apply

E Marme; |[=EWN

— Auth. Algorithms
L] mds shal
L] rul

— Encr. &lgornithms
L] rull [ | des
Ades [ | aes-128
[ ] aes192 [ | aes-256

Dizable
Copy

Femove

fei el

Lifetirne; | 00:30:00

| .

PFS Group: | modp1024

#]

| disabled
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I Mew NAT Rule Il New NAT Rule

G ereral .-'1'-.|:|'--'-E|r'u::Eu:|| Extra | Achion | Sk eneral | Advanced | Extra Achion |

Action;

I Firewall
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Il New IPsec Peer

Addresz

Part

Auth. Method

Secret

N B B S

Exchange Mode

Propozal Check.
Hazh Algarthm

E ncryption Algorithm
OH Group

Lifetime

i Lifebytes:

DFD [nterval

DPD b axirum F ailures

Certificate;

Femaote Certificate:

General |.-'5‘-.|:ti|:|n |

Il Mew IPsec Policy

Il IPsec Proposal <defaulk>

[x

Sic. Addess: |192168.1.0/24 |

1112 |

500 || cancel

presharedkey %) [ appi

: [test | IIIHHHEII
| =
| =]

: [mnain | ®

Send Initial Contact
[ MAT Traverzal

: ||:|I:|e_l,l ||+
: [md5 I
g |3des "3
. | madp1024 | ®
[ | Generate Palicy
- |1d 00:00:00 |
| |~
- |O(disable DPD) | % |5
[ |

I |
Dst. Address: |192168.2.0/24 |
I

Protocal: | 255 [al] =]

Sz Port;

Dzt Part:

Il New IPsec Policy

General Action |

K M ame: | ]
Cancel — Auth. Algarithms Cancel
md5 [ shal
Apply 1l Apply

Dizahle — Encr. &lgarithms Dizable
c [ puwl [ ] des c
or Jdes [] aes-128 o
Remowve [ ] aes-192 [ ] aes-256 Remove

Telf el
feiels

Lifetirne; | 00:30:00

| .

PFS Group: | modp1024

Ix

|disabled

=
-

Actiomn:

| encrypt |i|

Cancel

Level:

| require |i|
esp

K1

Turinel
S8 Src. Address:
S& Dst Address:
ot | %]

|Pzec Protocals:

| Propozal

Pricrity:

Apply
Dizable

Copy

Remowve

fei i

dizabled

dizabled

o]
|
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Il New NAT Rule Il New NAT Rule

eneral | Advanced | Extra Achion |

Action;

I Firewall

| Connections | Ad

Prata,
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= YPN Wizard
VPN Wizard ¥PN Tunnel Type (Step 1 of ...}

This wizard creates basic tunnel configurations that you can edit laker using the ASDM,

YRR Tunnel Type:
Salee-o-Site VPN

Remote

Remoke Ac

YEM Tunnel Interface: -

v Enable inbound IPsec

authorization acc
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= YPN Wizard
VPN izald

Remote Site Peer (Step 2 of 6)

Configure the IP address of the peer dev
site-to-site bunnel,

Peer IP Address: I d.1.1

Authentication Method

2, authentication method and the tunnel group For this

{* Pre-shared

Certificate
Certificate Signing Algorithm:  rsa-sig
Certificate Mame: I = I

{~ Challengefresponse authentication (i

Tunnel Group
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IKE Policy {Step 3 of 6)

Select the encryption algorithm, authentication algorithm, and Diffie-Hellman group For the
devices ko use to neqaotiake an Inkernet Key Exchange (IKE) security association between
them, Configurations an both sides of the connection must match exackhy:,

Emcryplion:

Authentication:

OH Group:

< Back | Bext = | Eimish | Zancel | Help |
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E= ¥YPN Wizard !

VPN Wizard IPsec Encryption and Authentication {Step 4 of 6)

Select the encryption and authentication algorithms For this IPsec YPR tunnel. Configurations
on both sides of the connection must match exactly,

Emcryplion:

Authentication:

< Back | Bext = | Eimish | Zancel | Help |
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Hosts and Metworks {Step 5 of 6)

An IPsec tunnel prokects data exchanged by selected hosts and networks at the local and
remote sites, Please identify hosts and networks ko be used in the IPsec tunnel,

&ckion: {* Protect " Do not Protect

Local Mebworks: Iinside-netwnrhl'ﬂ

Remote Metworks: |192. 165.1.0024|

[+ Exempt PIX side hostinetwork from address translation: Iinside - |

< Back | Bext = | Eimish | Zancel | Help |
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Configuration = Site-to-5ite ¥PM > Advanced = IKE Parameters

IKE Enabled Enable |
Outside

inside Disable

MNAT Transpatency

Site-to-5ite ¥YPN

10000
Ficake Management

ed

unnel Groups
NEtaroUp Identity to Be Sent to Peer

IKE Palicies . L
':§§ KE F‘rameters Identity: || Key Id String: I
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Il Mew IPsec Policy

General | Action |

Il IPsec Policy <<192.168.1.0,/24:0-=19

General Achon |

Action: |E|
vel [uique |3
_E

lv| Turnel
S4 Dt Addr
Propozal: |E|
Priarity: I:l

dizabled

x|

General | Ackion |
Src. Add 192168.1.0/24

Il IPsec Policy <<192.168.1.0,/24:0-=19

General  Action |
Action; |E|
ve [z 3]
IPsec Protoc _E

[w| Turmnel

oy (0|

dizabled
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Il New NAT Rule Il New NAT Rule

eneral | Advanced | Extra Achion |

Action;

I Firewall

| Connections | Ad

Prata,
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Site #1 Web Server
192.168.1.3

Tunne!1{ipip) Tu';lr\el'.l{i_pipj
172.16.1.2/30 172.16.1.1/30

Ethert el Etherl Ether2
- o b
1-1-1-330 2 1m0l R ) 192.168.1.172¢

g
J— X Interwebs @
192_1532_112 B ]
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M Interface <tunnell =
General | Traffic
Marme: |[{MglaE 0l
Type: |IP Tunnel
MTL: (1480
L2 MTL:

Local Address: |1.1.1.1
Remote Address: (1.1.1.2

General | Attributes |

eyl 192168, 2. 0/24

Interface:
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Il New IPsec Peer P3| Y 1Psec Policy </1.1.1.1:0->1.1.1.2:0>=
Address: [1.1.1.2 General | Action

x| Il IPsec Proposal <default=

Mame: |GEEEDN | k.

Part: |500 Cancel Se. Addiess: | Cancel | [l 2t Algerthms Cancel
I N | Carcel | ] mds shal
I Sre. Part: | - Apply [ nul Apply

|
|
Auth. Method: |pre-$hared ke " 3| Apply
|
|
|

fei el

i Secret: :test " Dst. Address: 1.1.1.2 | — Encr. Algarithms Dizahle
| Certificate; ¥ . Il d
- | " -El:lp_I,I Dzt Part: | - m ;; g e o Coy
E Femate Certificate:; +* = - =3 Ly
Pratoca [255 (el 2 [ aes192 [] aes-256 Remaove
Exchange Mode: |main "3 .
Lifetirne: |EIEI:3EI:EIEI | -
Send Initial Contact . : : -
L] NAT Traversal Bl IPsec Policy <1.1.1.1:0->1.1.1.2:0% x||ff FFSGow [modp1024 K3
Proposal Check: ||:|I:|e_l,l ||3 General Action | ] ||:|isa|:||ed
Haszh Algorithn: |m|:|5 ||+ Action: |E|
Ercryption &lgorithn: |3des ||+ Level |require |i| ey |
DH Group: |modp] 024 ¥
e |mD a "’ IPzec Pratocals: |E| .
[ | Generate Palicy al. I
urne
Lifetime: |1d 00:00:00 | YR e — ) | | |
i Lifebytes: | |~ 54 Dst. Address: [11.1.2

Proposal [defeut ¥
oy (0|

disabled |

DPD Irterval |0 [disable DFD] | %] s

DPD b asirmurn Failures: |'I |

dizabled
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Il Interface <tunnell =
General Tr.g,fﬁ.:;l

Marne: | [l

Type: |IP Tunnel
MTL:
L R

Local &d 1.2

Remote &d

Il Route <192.168.1.0,/24 >

General | Attibutes |

Destination: | pherEs =R NI

Interface:

x|
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Il New IPsec Peer

Address

Part

Auth. Method

Secret

Exchange Mode

Certificate:

Femote Certificate:

£ | ' IPsec Policy

1111

Ok

- |500

g | pre-zshared key

: | tesd
| |
| |

3 |main
Send Initial Contact
[ MAT Traverzal

General | Ackion |

Sz, Address:

<1.1.1.2:0-=1.1.1.1:0>=

=

Cancel

Src. Port:

Apply

Dist. Address: | 1

Drzt. Part:

Digable

Frotocal: | 2

Il IPsec Policy <<1.1.1.2:0-=1.1.1.1:0>=

Femove

HCRAE

Proposal Check: ||:||:|e_l,l ||+ General Action |
Hash Algarithm; | md5 |® _
bt |ECEOTINNN 5.
E neryption Algorithm: |3des "3
Level: |require |i| | Apply
DH Group: |madp1024 | * B
IPsec Pratacals:
[ | Generate Policy S5 TIOICa ;p
Tunnel
Liftime: {1 00:00.00 | 54 Src. Addiess: |1.1.1.2
i Lifebytes: | |~ 54 Dst, Address: [1.1.1.1
DFD Interval: |0 (disable DPD) | %] Proposal: |defaut[[¥]
DPD Masimum Failures: |1 | Pricrity: I:l
dizabled dizabled |

Il IPsec Proposal <default=

X

detault

M amne:;

— Auth. Algorithms

[ ] md5
[T rl

zhal

— Encr. &lgornithms

L] rull [ | des
Ades [ | aes-128
[ ] aes192 [ | aes-256

Lifetirne; | 00:30:00

| .

PFS Group: | modp1024

K

Cancel

Apply

Dizable
Copy

Femove

fei el

|disabled
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Site #1 .
192.168.1.3

il

i Turinel1 {ipip) %
Tunne!1{ipip) ~
1?‘-‘.-_15.1@!:‘;!'} 172.16.1.1/30

—

Ether1 Ether2

‘*_"
- -1.-1.1.-1:31} R

-

192.168.2.1/24




Cirze1Seyyzllcorr

v

M Interface <tunnell =
General | Traffic
Marme: |[{MglaE 0l
Type: |IP Tunnel
MTL: (1480
L2 MTL:

Local Address: |1.1.1.1
Remote Address: (1.1.1.2

General | Attributes |

eyl 192168, 2. 0/24

Interface:
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Il New IPsec Peer

Addresz

Part

Auth. Method

Secret

N B B S

Exchange Mode

Propozal Check.
Hazh Algarthm

E ncryption Algorithm
OH Group

Lifetime

i Lifebytes:

DFD [nterval

DPD b axirum F ailures

Certificate;

Femaote Certificate:

1112 |

- 500 |

g |pre-$hared key ||3|

: |test |
| 5 Com ]
| =]

3 |main "3

Send Initial Contact
[ MAT Traverzal

: |obey |®
g |m|:|5 ||$
g |3des ||$
. | madp1024 I

[ | Generate Palicy

- |1d 00:00:00 |

| |~

- |O(disable DPD) | % |5

|1 |

dizabled

BA| 4 IPsec Policy <1.1.1.1:0->1.1.1.2:0=

General | Action |

Sro. Address: | RN

Sz, Park: -

Dst. Address: |1.1.1.2 |

DstPot [ |~

Frotocal; | 4 [ip-encap) || ¥ |

General  Achion |

scton: | ST+

— Auth. Algornithms

— Encr. &lgornithms

fensil

Il IPsec Proposal <defaulk>

M amne:

[] shat

[ ] des
[] aes-128
[ ] aes-256

Il IPsec Policy <1.1.1.1:0-=1.1.1.2:0>

Lifetirne; | 00:30:00

H

PFS Group: | modp1024

Lewvel: |require |i|
|Pzec Protozols: |E|

[] Tunnel

S& S, Address:
54 Dst. Address:
Propozal: |E|
Pricrity: I:I

iy

disabled |
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M IPsec Peer <1.1.1.2=
Addr
Port

Auth, Method:

Femote Certificate:

Eschange Mode: |E|

Send Initial Contact

K F av'er:a
obey |#]
Hazh Algarithri: |E|

Enerption Algarithm: | 3de

DH Group:

Lifetime:

Lifebptes:

DPD Interval: 3
DPD b axirmum Failures:
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Il IPsec Peer <1.1.1.22

Add
Part:
Auth. Method:
aECet:
Certificate: |:||E|
Rermote Certificate: |:||E|

Exchange Mode: |E|
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Il New Mangle Rule Il New Mangle Rule

General | Advanced | Extra | Action | Skati | Gereral | Advanced | Extra Action | = % |

Chain: |prerouting — [[#] Action
92 168.1.0/24 -

Srz. Add 9216
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Il New Mangle Rule Il Mew Mangle Rule

General | Ady :|r||_|:'|:|| Ex fr:|| At lr|| 5 | General | .I'l".l:l'--'-Elr'll':Hl:|| Extra Action |

Chain _E

|r| I-l|:||:|r|- £ HEE'."'.' TEF' r' S
D=t Address:




CiracSowsllconr




CiracSowsllconr




