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Route it like it's alwd

Multihomed BGP Design and




What Is BGP

Border Gateway Protocol is the protocol which makes the core routing
decisions on the Internet.

Uses path attributes (PAs) instead of metrics to select best route.
Autonomous system path (AS_PATH) is the default metric.

Path vector logic — uses AS paths to determine which ASs to hop
through to reach destination.

Uses TCP port 179 to establish neighbor relationships.
Default Keepalive timer is 60 seconds and default hold timer is 180




When To Use BGP

* Do you have public IP addressing
assigned to you from your regional
provider (ARIN, RIPE)?

* Do you have multiple different
upstream ISP connections you want to
potentially source the same IP




BGP VS Internal Routing

* Think of routing as the US postal system.

 BGP Is the 18 wheeler trucks that carry mail
from city to city. They don’t care what street
your Individual house resides on, just the
large city you live in. Equate the city to an
autonomous system(AS).













Our Demo Settings

 We have a /22 of addressing. This gives us four
[24s to work with. We are breaking our
addressing into four /24s because this iIs the
smallest subnet size an upstream ISP will accept.

* We have two upstream providers.

* We have two border routers on opposite ends of
our networks.




Start With OSPF

 We use OSPF to carry our interface subnets
throughout our internal network.

* We also configure our public addressing In
separate OSPF areas to allow for route

aggregation and more efficiency throughout our
network.

« Aggregation allows us to summarize all of the
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OSPF Backbone
area

OSPF Area 1
Ether1 Bridge1 Ether1
10.1.0.2/30 1.1.1.1/20 10.1.0.17/30
Loopbackl 10001 { paics OSPF Area MTE4 Loopbacki 10.0.0.4
Ether2 Bridge1 Ether2
1010830 | enr pos 44.4 130 10.1.0.14/30
Ether1 Bridge1 Ether
10.1.0.6/3 22130 OSPF Areal 0.1.0.13/30
Bridge1
e 3.3.3.1/30 Loopbacki 10.0.0.3

MTEZ MTE3
Ether2 Ether2

10.1.0.6/30 10.1.0.1030
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Route List

Routes |Nad:hcp5 Rules VRF

+[=] [7]%] =] [7]

-I

2220524
333024
444024
> 10.0.0.1
IF10.002
10003
10004

I 10.1.0.0/30
> 10.1.0.4/30
> 10.1.0.8/30
I+ 10.1.0.12/30

bridge1 reachable
10.1.0.6 reachable etherZ
10.1.0.6 reachable ether?
10.1.0.6 reachable ether?
loopback 1 reachable
10.1.0.6 reachable ether?
10.1.0.6 reachable etherZ
10.1.0.6 reachable etherZ
ether1 reachable

ether? reachable

10.1.0.6 reachable ether?
10.1.0.6 reachable ether?

P 132.168.223.0¢24 etherd reachable

OSPF Area <areal:

Area Mame:

Instance:

Area |D:

QO5PF Area Range <1.1.1.0/24= =] E3

e E
Con ME -

Advertise

OS5PF
Instances MNetworks |Fr&as Area

EEIIII

#210.1.0.4/30 backbone
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10.1.0.18/30

Ether1t
10.1.0.17/30

Loopback1 10.0.0.4
Ether2

OSPF Area2 444.1/20 10.1.0.14/30

Bridge1 Ether1
2.1/20 OSPFArea3 10.1.0.13/30
Bridge1
Loopbacki 10.0.0.2 [ 3.3.3.4530 p Loopback1 10.0.0.3

MTK3
Ether2 Ether2
10.1.098/320  10.1.0.10/30
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Configure BGP Peers

« Configure Instance
» Configure Peer
» Configure Networks
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Configure Instance

« Edit the default instance.
Set the AS# to that of your organization.

* An Autonomous System (AS) is a collection of connected Internet
Protocol (IP) routing prefixes under the control of one or more
network operators. A unigue AS Number is allocated to each AS
for use in BGP routlng AS numbers are important because the

Instances | VRFs Peers Metworks
g == & ¥ O T

Mame:
AS: 1300
Router ID: |10.1.0.2
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Configure Peer

* Add a peer and give it a descriptive name.

 |In standard ISP BGP configurations we peer with
the directly connected IP address. We set the
Remote Address field to that of the next hop
router.

BGP Peer <to-spl1>

General | Advanced Status
Mame:
Instance:
Remote Address:
Remote Port:

Remote AS:
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Configure Networks

 The network statements will introduce additional
routes into the BGP instance.

« Since we want the ability to advertise all of the
networks we add network statements for each.

 Note that we have

Instances VRFs Peers MNetworks

db || = &% T

Synichronize
VES
VES
VES
VES




Inbound BGP Routes: Full Vs. Default

« The full internet route table is up around 380,000 routes,
but do you really need the full route table?

« The full table is really useful for determining outbound

routing path if you have a large volume of ISP
connections.

* If you have a standard WISP network, then your

outbound is generally 10% of what your inbound traffic
rate 1S and thus less of a concern.
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Learned BGP Routes

We have instructed our upstream providers to

only send us the default route, but it seems they
are sending us more addressing.

« Now that we are

Routes | MNexthops Rules VRF

T
* | iz | ¥ | yes

Gateway

. 10.1.0.1 reachable etherl
DAb P G666.0/24 10.1.0.1 reachable etherl
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Redistribute Default

 In our border router’s OSPF instance, we need to
set Redistribute Default Route to if installed (as
type 1).
« Setting it as type 1 will take the external cost of
the route along with the cost to reach the

Interfaces Instances | Networcs Areas  Area Ranges Vit

de | == % AT

Mame Router 1D Running
#defautt 10.0.0.1 yes

D5PF Instance <default:
General | Metrics MPLS = Status

Mame: |

Router 10 {10.0.0.1

Redistribute Default Route: |if installed {as type 1) | #




Traffic Flow Outbound

 Traffic is currently split for outbound transit. Using
standard OSPF costs the traffic is sent out the
closest gateway.

« MTK1 and 2 go out ISP1.
« MTK3 and 4 go out ISP2.
e |f there Is a failure to either ISP the default rqute




AS#100
AS#200

Ether1
10.1.0.1/30 10.1.0.18/30

My AS
AS # 300
OSPF Area 1

Ether1 . Bridge1 : Ether1
10.1.0.2/30 1.1.1.1/30 10.1.0.17/30

Loopback1 10.0.0.1 OSPF Area 4 Loopback1 10.0.0.4
Ether2 i =
10.1.0.5/30 Bridge1 er2
o OSPF Area2 4.4.4.1/30 10.1.0.14/30

Ether1 Bridge1 Ether1
10.1.06 221/30 ©OSPF Area3 0.1.0.13/30

Bridge
Loopback1 10.0.0.2 ootk el Loopback1 10.0.0.3

MTKZ2 MTK3
Ether2 Ether2

10.1.0.9/30 10.1.0.10/30
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Verify OSPF Default




Route Flow and Filtering

* Currently we are not doing any filtering or manipulation of
our outgoing routes. This means that whichever ISP
happens to have the shortest AS path to reach these
subnets will carry the traffic.

« We want subnet 1.1.1.0/24 and 2.2.2.0/24 to be homed
out of ISP1 with failover to ISP2.

 We also want subnet 3.3.3.0/24 and 4.4.4.0/24 to be
homed out of ISP2 with failover to ISP1.
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Prepended Prepended
3.3.3.0/24 1.1.1.0/24
4.4.4.0/24 2.2.2.0/24

AS #100

3.3, AS#200
Ether1 1.1.1.0/24 3.3.3.0/24

4.4.4.0124 Ether1
10.1.0.1/30 2.2.2.0/24 10.1.0.18/30
Default route Ag}::;ﬁn
0.0.0.0/0 Default route
OSPF Area 1 0.0.0.0/0
Ether1 ! Bridge1 ; Ether1

10.1.0.2/30 1.1.1.1/30 10.1.0.17/30

Loopback m]‘z]t'l?é:z OSPF Area 4 Loopback1 10.0.0.4

10105730 1 GspE Area2 4.4.4.1/30 10.1.0.14/30

Ether1 Bridge1 Ether1
10106 221/30 ©OSFPF Area3 0.1.0.13/30

Bridge 1
Loopback1 10.0.0.2 3331730 Loopback1 10.0.0.3

Ether2 Ether2
10.1.0.9/30 10.1.0.10/30




Manipulating BGP Advertisements

* We use filters to manipulate our BGP

advertisements. This will allow us to adjust what
we send out and In.

* In these filters we will also use the concept of
prepending. In essence we will artificially add
addltlonal AS hops to the AS path attribute. This
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Route Fitter «0.000.0/0= Route Fiter <0.0.0.0/0=
Matchers | BGP Actions BGF

Prefic: [ |

Prefix Length: [_|
Route Fitter <0.0.0.0/0:
Matchers BGP Actions |EEF‘ !

Route Filter <0.0.0.0/0=
Matchers BGP Actions |EE

|dis::ard

[
| Route Fitters [i

[+
B

discard

BGP Peer todspl1:

Instance:
Remote Address:
Remate Port:
Remote AS:
TCP MD5 Key:

Mexthop Choice:

Hold Time:
Keepalive Time:
TTL:

Mee Prefic Limit:

Max Prefoc Restart Time:

[ ] Multihop
[ | Route Reflect

In Fitter: |i
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Verify Inbound BGP Filter
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Route Fitter <1.1.1.0/245 Route Filter <2.2.2.0/24> Route Fiter <3.3.3.0/24> Route Fiter <4.4.4.0/24> Route Fiter <0.0.0.0/0:

Route Filter <4.4.4.0/24
Matchers BGP  Actions BGF Actions

Set BGP Weight
Set BGP Local Pref: | |
Set BGP Prepend:
Route Ftter <3.3.3.0/24:
Matchers BGP Actions | BG

Set BGP Weight:

Action: ([s[=w=]p]
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AS £100

1.1.1.0/24

10.1.0.1/30

Default route
0.0.0.0/0

Ether1
10.1.0.2/30
Loopback1 10.0.0.1
Ether2
10.1.0.5/30

Ether1
10.1.0.6/3

Loopback1 10.0.0.2

Looking Glass
Prepended Prepended
3.3.3.0/24 1.1.1.0/24
4.4.4.0/24 2.2.2.0/24

3.3.3.0/24 AS # 200

My AS
AS# 300
OSPF Area 1
Bridge1
1.1.1.1/30
QOSPF Area &
Bridge1
OSPF Area 2 4.4.4.1/30
Bridge1
291/230 OSPF Area 3
Bridge1
3.3.3.1/30

MTK2
Ether2 Ether2

10.1.0.8/30 10.1.0.10/30

4.4.4.0/24 Ether1

10.1.0.18/30

Default route

0.0.0.0/0
Ether1

10.1.0.17/30
Loopback1 10.0.0.4
Ether2
10.1.0.14/30

Ether1
10.1.0.13/30

Loopback1 10.0.0.3

MTK3




Verify Outbound BGP Filter

Hetwork
1.1.1.0/24

Metric LocPrf Weight
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Verify Failover Routing
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AS #100

1.1.1.0/24

Internet Cloud
Prepended Prepended
3.3.3.0/24 11.1.0/2

4.4 9124

3.3.3.0/24 AS # 200

10.1.0.1/30 2.2.2.0/24

Default route
0.0.0.0/0

Ether1
10.1.0.2/30
Loopback1 10.0.0.1
Ether2
10.1.0.5/30

Ether1
10.1.0.6/3

Loopback1 10.0.0.2

My AS
AS # 300
OSPF Area1
Bridge1
1.1.1.1/30
OSPF Area &
Bridge1
OSPF Area 2 4.4.4.1/30
Bridge1
22930 OSPF Area3
idge1
-3.3.1/30

MTK2
Ether2 Ether2

10.1.0.9/30 10.1.0.10/30

4.4.4.0/24 Ether1

10.1.0.18/30

Default route

0.0.0.0/0
Ether1

10.1.0.17/30
Loopback1 10.0.0.4
Ether2
10.1.0.14/30

Ether1
10.1.0.13/30

Loopback1 10.0.0.3
MTK3
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Internet Cloud

AS#100

3.3.3.0124 AS # 200
1.1.1.0/24 4.4.4.0124 Ether1

10.1.0.1/30 10.1.0.18/30

Default route My AS
0.0.0.0/0 AS %300 Default route
OSPF Area 1 0.0.0.0/0
g. Bndge1 ’ Ether1
10.1.0.2/30 1.1.1.1/30 10.1.0.17/30
Loopback1 10.0.0.1 OSPF Area 4 Loopback1 10.0.0.4
Ether2 Bridge1 Ether2

1010550 1 ospF Area2 4.4.4.1/30 10-1.0-14730

Ether1 Bridge1 Ether1
10.1.0.6/3 221/30 OSPF Area3 10.1.0.13/30

idge1
Loopback1 10.0.0.2 -3.3.1/30 Loopback1 10.0.0.3

MTK2 MTK3
Ether2 Ether2

10.1.0.9/30 10.1.0.10/30




